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Abstract of the contribution: This contribution proposes a solution for the security area #12 on credential provisioning. 
1. Discussion
SA3, in study of the security area on Credential provisioning, has defined the following potential requirement in TR 33.899 cf 5.12.3.2.3:

-
The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials.
Secure mechanism to remotely provision an IoT device to maximize security shall rely on two levels:

· First secure access between the UE and the 3GPP network including authentication, confidentiality and integrity. 

· Then remote provisioning is expected to be performed over a mutually authenticated secure tunnel between the UE and the Remote Subscription Management Service.  
 In this contribution, a method to secure access between the UE and the 3GPP network for IoT devices that have not been pre-provisoned is proposed. 
2. Proposal: pseudo-CR to 3GPP TR 33.899 v0.5.0
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5.5.4
Solutions
5.5.4.x
Solution #5.x: Initial Attach

5.5.4.x.1
Introduction  

When an MTC/IOT device is manufactured and leaves the manufacturing site, the intended customer and his subscription credentials or even the country/geographical area where and the network on which it will finally be used may be not known. In this case, there is no simple way to provide the 3GPP subscription including all customs and credentials related to the operator of the final network during manufacturing to be stored in the Secure Element of the UE.
Once manufactured the device may attempt to attach to 3GPP network. It becomes reachable when being deployed in the field, when a link with a dedicated subscription is done. This link is materialized by the 3GPP subscription provisioned and stored securely on Secure Element of the UE. The 3GPP credentials are used for the authentication of the subscription on the 5G NextGen network for the device to be able to attach itself to the 5G NextGen network. 
This section proposes a solution to secure the initial attachment to the network without 3GPP credentials to get the 3GPP credentials. 

5.5.4.x.2
Solution details  

Proposed solution involves following actors:  

· UE containing a Secure Element.
· Service provider: e.g. OEM device maker. 

· 3rd party Authentication Credential Repository and Processing Function (ARPF)

· Target Authentication Server Function (Target AUSF). 

· Remote Subscription Management Function (RSMF)

· Access Network 
· Discovery Authentication Server Function (D-AUSF)
Initial attach procedure with subscription allocation and authentication 





















Actors interact in 2 phases:  

[A]– Pre deployment phase (informative). This phase is mentioned for global understanding and is out of scope of 3GPP. 

This phase contains the following steps:

(0-a) 
The Service Provider retrieves 3rd Party ARPF certificate (CERT.ARPF.ECKA) from the 3rd Party ARPF for key agreement.  

(0-b)
The Service Provider sends to the UE a Discovery IMSI (dIMSI) and the certificate of the 3rd Party ARPF. The dIMSI includes a PLMN code corresponding to an actor proposing an AUSF with additional features specific to this solution. We name this specific AUSF “Discovery Authentication Server Function”’ or ‘D-AUSF”.

(0-c) 
Based on certificates, the UE is able to compute an ephemeral key eK to be used for subsequent authentication procedure, e.g. AKA procedure.  The key eK and the dIMSI are stored in the Secure Element of the UE. 

Details of the eK generation: 

The SE contains the following long term credentials:

· CERT.CI.ECDSA: Issuer Root certificate, 

· CERT.PN.ECDSA: certificate of the part number signed by the Issuer Root,

· CERT.PN.ECDSA = SIGN (SK.CI.ECDSA) [PK.PN.ECDSA]

· Long term public/private keys, SK.SE.ECDSA and PK.SE.ECDSA, created within the SE by on-board keys generation,

· CERT.SE.ECDSA = SIGN (SK.PN.ECDSA) [PK.SE.ECDSA].

The SE generates ephemeral public/private keys, SK.SE.ECDHE and PK.SE.ECDHE, by on-borad key generation in the same ECC domain than CERT.ARPF.ECKA. 
The SE verifies the CERT.ARPF.ECKA.

The SE computes a SHared Secret SHS with the 3rd Party ARPF:

SHS = EL-GAMAL (SK.SE.ECDHE) [PK.ARPF.ECKA]

The ephemeral key eK is derived from SHS by using a Key-Derivation Function (X9.63 Key Derivation Function aka. KDF).

eK    = KDF(SHS,…)

Then the SE generates a token named ATK.SE.ECDHE to be sent to the 3rd Party ARPF. The token contains the dIMSI, and the ephemeral public key of the SE enabling the 3rd Party to compute the same ephemeral key eK.

ATK.SE.ECDHE = SIGN (SK.SE.ECDSA) [PK.SE.ECDHE, dIMSI,…].

ATK.SE.ECDHE, CERT.SE.ECDSA, CERT.PN.ECDSA, CERT.CI.ECDSA are namely the “SE CREDENTIALS”, which are sent to the SP and allow to any 3rd Party to verify the authenticity of the SE.
The ephemeral key eK and the dIMSI are stored in the SE.

Several SE CREDENTIALS can be computed and collected by the SP involving multiple ARPF.
 (0-d)
After UE issuance, and following an offer from the SP, a MNO accepts to provide connectivity for the UE identified by its dIMSI for the initial attachment. This MNO is named “target MNO” in this solution. 

The SP sends confidentially to the target MNO the URL of the 3rd Party ARPF and the associated SE CREDENTIALS.

(0-e) 
The Target AUSF of target MNO sends a request to the 3rd Party ARPF including the SE CREDENTIALS in order to retrieve the eK associated to the dIMSI. 
The 3rd Party ARPF verifies that:

· CERT.CI.EDSA is agreed

· CERT.PN.ECDSA by using CERT.CI.ECDSA

· CERT.SE.ECDSA by using CERT.PN.ECDSA

· ATK.SE.ECDHE by using CERT.SE.ECDSA

The 3rd Party ARPF computes the shared session key Shared Secret where 

SHS
= EL-GAMAL (PK.SE.ECDHE) [SK.ARPF.ECKA]

Then the 3rd Party ARPF derives the ephemeral key eK from the session key SH. 

eK

= KDF(SHS,…)

The key eK computed by the 3rd Party ARPF is identical to the key eK computed by the UE in step 0-c. 

The 3rd Party ARPF has checked the authenticity of the SE then indirectly the UE and can provide to the Target AUSF, the authenticity proof of the SE (indirectly the UE in which the SE is hosted) by signing ATK.SE.ECDHE. The 3rd Party ARPF , by signing ATK.SE.ECDHE, endorses the responsibility of the SE authenticity checking then there is no longer needs for forwarding CERT.SE.ECDSA to the Target AUSF.

The 3rd Party ARPF sends confidentially the ephemeral key eK to the Target AUSF. 

At this point, the UE credentials eK and dIMSI are available in Target AUSF. 
[B]– Initial Attach phase (normative).

This phase contains the following steps:

(1) 
The Target AUSF

·  Allocates an IMSI for the UE. 

· The Target AUSF executes two cryptographic functions generating two output values.

output_1 = function_encrypt (eKc) [IMSI || CTV], with eKc derived from the key eK,

output_2 = function_integrity (eKi) [IMSI || CTV], with eKi derived from the key eK,

CTV is a known constant value for verification, 

(2) The Target AUSF transmits the output_1 and output_2 to the D-AUSF using the command defined for 3G AKA, where RAND equals to output_1 and AUTN equals to output_2. The Target AUSF also transmits the association between dIMSI and the IMSI. 

For the following steps, from step_2 to step_7, the RAND value equals output_1 and AUTN equals output_2. 

(3) 
At switch on, the UE selects an access network, best fitting its own criteria. Then, the UE sends an AttachRequest message with dIMSI as identity. 

(4) 
Based on PLMN code of dIMSI, the access network requests authentication information to the D-AUSF. 

(5) The D-AUSF returns to the access network authentication vectors containing RAND and AUTN described above. 

(6) The access network sends Authentication Request including the RAND and AUTN to the UE. 

(7) The UE retrieves the IMSI from the RAND after checking the integrity using AUTN thanks to the keys eKc and eKi derived from the ephemeral key eK. The CTV is a predefined constant used for verification in 2G connexion otherwise only the integrity is checked by using AUTN value. If the verification is successful then the received IMSI replaces dIMSI in UE. 

(8) At the second UE Attach request, the IMSI is used. 

(9) In a roaming or non roaming scenario, depending on whether selected network operator is available or not for the UE, the authentication information is requested, based on new IMSI value.  

(10) The Authentication procedure, relying on the use of the IMSI and eK, is successful between the UE and the target AUSF. 

(11) Using bearer on U-Plane, the remote subscription management procedure between the UE and the RSMF is performed (informative). This step is mentioned for global understanding and is out of scope of 3GPP.

5.5.4.x.3
Evaluation 

The solution proposes an initial attach with authentication scheme compatible with existing 3GPP AKA (Authentication and Key Agreement procedure) to completely address the potential requirement introduced during preliminary discussion. 
The key eK is used only for the first attachment but not used afterwards. 

The access network interfaces are not changed for this solution. Just a new PLMN code is defined associated to the D-AUSF. 

The solution provides authentication, confidentiality and integrity for first attachment. 
Editor’s note: the solution should be evaluated according criteria defined in Annex B of this document.
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